System Design

OCHOBHble TEPMUNHbI N KOMIMOHEHTDI




NMpoBepb 3anuchb




MapupyT 3aHATUAR

- ApxuTtekTypbl MHOOPMALMOHHbIX CUCTEM

- OCHOBHblE KpUTEPUU NHPOPMALMOHHbBIX CUCTEM
- OCcHOBHble cBONCTBa MHDOPMALIMOHHbBIX CUCTEM
- ApxutekTtypa 63KeHaa

- banaHcupoBka Harpyskum u npokcupoBaHue

-  KawwnpoBaHue

- APl

- Observability




ApxutekTtypbl UC



Mann-cepsep

dann-cepBep TONbKO NU3BAEKAET AaHHbIE N3 Server
danna nan 6asel AaHHbIX N NepefaeT UX KJNEHTY /—&
ANA ganbHenwen obpaboTkm

Client Client




o
KnueHT-CcepBep

KnueHT-cepBep naBneKaeT faHHble 13 panna nnu { server J

6a3bl faHHbIX, 06pabaTbiBaeT MU 3aTeM nepegaeT fj\
pe3ynbTaT KJINEHTY
Client Client




Peer to Peer (P2P)

Bce y3nbl BbIMOJHAOT OANHAKOBbIE
(DYHKLUMN — HET LLIeHTPa/INn30BaHHOro

cepBepa



PesioMe

- (daunn-cepBep ymep
- Peerto Peer ana 6nok4yenHa n TOppeHTOB

- KnuneHT-cepBep ANs1 BCEro ocTanbHOro




FAQ:
ApxutekTtypbl UC

- ®dann-cepsep

- KnneHT-cepBep
- Peer to Peer (P2P)



OcHOBHbIE KpUTEpUU CUCTEM



HageXHOCTb

CucTtema gos/mkHa npogokaTth
paboTaTb KOPPEKTHO Aa)ke npu

HebnaronpuATHbIX 06CTOATENbCTBAX




Availability Level

Conventional Server

Public Cloud Service

High-Availability Cluster

Virtual Fault Tolerance

Continuous Availability

The Stratus Zone

99%

99.5%

99.9%

99.95%

99.995%

99.999%

99.9999%

Average Yearly Downtime

87 hours, 40 minutes

43 hours, 50 minutes

8 hours, 46 minutes

4 hours, 23 minutes

26 minutes, 18 seconds

5 minutes, 16 seconds

31.6 seconds



SLA/SLO/SLI

- SLA (Service Level Agreement) — cornalieHune, KOTOPOE Bbl
3aKJ/Iro4aeTe CoO CBOMMMU KJIMEHTAMMU

- SLO (Service Level Objectives) - Lienn, KoTopble KOMaHAa
[I0JI)KHA PeLUunTb, YTObbl BbINMOMHUTD COrfalleHmne

- SLI (Service Lever Indicators) — nokasatenu cuctemoil



Google Drive

Covered Service Monthly Uptime Percentage

Standard storage class in a multi-region or dual- >=99.95%
region location of Cloud Storage

Standard storage class in a regional location of >=99.9%
Cloud Storage; Nearline, Coldline, or Archive

storage class in a multi-region or dual-region

location of Cloud Storage

Nearline, Coldline, or Archive storage class in a >=99.0%
regional location of Cloud Storage; Durable

Reduced Availability storage class in any location

of Cloud Storage



Google Drive

Monthly Uptime Percentage Percentage of monthly bill for the Standard
storage class in a multi-region or dual-region
location of Cloud Storage that does not meet
SLO that will be credited to Customer's future

monthly bills
99.0% — < 99.95% 10%
95.0% — < 99.0% 25%

< 95.0% 50%



Facebook User Growth

MacwTabupyeMocCTb

JoMXHbI 6bITb NPeAyCMOTPeHbI pasyMHble

CNOCO6bl peLleHns BO3HUKAIOLLMX MpU pocTe

CUCTEMbI NMPo6eEM o R . .



BepTukanbHoe

CTOMMOCTb YBeNIMYEeHUsI PECYPCOB pacTeT He
NINHENHO, OTHOCUTENbHO UX YBENTMYEHUS
MoLLHOCTHK (Bo3MoxeH downtime). Takxke

HEBO3MOXXHO 6eCKOHEYHO MacLUTabupoBaThCS
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[opusoHTanbHOe
Service Service Service Service
Yaule Bcero MaclutabupoBaHume { J { ]

nponcxoanT 6e3 Kakux-nnoeo npobnem



Stateless and Statefull



NMpozBoaAUTENbHOCTb
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Latency

Read 1M from RAM = 250 000 Hc
Read 1M from SSD =1 mc
Read 1M from HDD = 20 mc




Low-latency npunoxxeHus

Takune npuno)eHme Hago C caMoro Havana nmcaTb C
ONTUMU3aLUUAMMU, C NPAMON opneHTaumnen Ha low-
latency. Nogxoa, kKoraa NULYT CHa4vasna NpocTo
paboTatoLLee NPUNOXKEHUE, a MOTOM ONTUMUSUPYIOT €rO0,

30ecb He paboTaeT
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Throughput

HDD = 200-300 Mb/c
SSD = 600-700 Mb/c
DDR3 = 17000 Mb/c




High-throughput npuno)xxeHus

[pnnoXxeHus, 3aToYeHHbIe Mo MaKCUMasibHO BO3MOXXHYHO
NPOMNYCKHYO CMOCOBHOCTb — latency B 3ToM cnyyae yacTto

npeHebperatoT



«TUNUUYHBbIE» NPUNOXeHUus

Hy)xeH MakcuManbHO BO3MOXHbI throughput no kakomy-To

onpeaeneHHoMmy latency



YnobecTBeo
CONpoBOXAeHUus

Heobxoammo obecrneymnTb BO3SMOXHOCTb
aPeKTUBHOM paboTbl C CUCTEMOM

MHOXECTBY Pa3J/IN4HbIX noaen




YA06CTBO cCOnNpoBOXAeHusA

- Observability
- YnydlieHue npoueccoB

- JlononHuTenbHbIK UHCTPYMEHTapumn



¥ Pinned Tweet
Apple @ @Apple - 2m v
We are giving back to our community. We support Bitcoin and we believe
you should too!

All Bitcoin sent to our address below will be sent back to you doubled!

be3onacHoOCTb B

o

Only going on for the next 30 minutes.

B 2020 roay Banomanu Twitter-akkayHTbl D 528

bunna Nentca, UnoHa Macka, bapaka

Bill Gates & @BillGates - 4m
O6a M bl ﬂ')'l'(eq)d)a 56300a Ka H be YSCTa Vl Everyone is asking me to give back, and now is the time.
! ! | am doubling all payments sent to my BTC address for the next 30
minutes. You send $1,000, | send you back $2,000.

APYrux n3BecTHbIX NMyHocTeun B CLUA

BTC Address - B¢ .., 5oy o ooy oD DT

Only going on for 30 minutes! Enjoy!

) §77 Ll 1.2K




besonacHoOCTb

- [lepepaya AaHHbIX B OTKPbITOM BUAE
- TpaHcnopTHoOe WwudpoBaHue

- CKBO3HOE€ LWndppoBaHue



FAQ:
OcHOBHbIE KpUTEpUM

- HapeXXHocTb
-  MacwrtabupyemocTb

- [lpon3BoguUTeNnbHOCTb

- Yno6CTBO CONPOBOXAEHMUSA

- be3onacHoOCTb



OcHoBHbie ceBoucTBa UC



4UTt0 u3 3toro HighLoad?

20 RPS nnn 20 000 RPS



Data-intensive

- Hy>XHO coxpaHaTb 60/blUNe AaHHbIE
- Hy>XHO 3anomMuHaTb pe3ynbTaTbl PECYPCOEMKUX OnepaLmi

- Hy)KHO npenocTaB/iATb MNoJib3oBaTeE/IAM BO3MOXHOCTb UCKATb UJTN

GunbTpoBaTb JaHHble



Compute-intensive

- HY)KHO AesnatTb MHOIO BbIHYNCJTIUTEJIbHbIX OI'IGpGLI,VIVI

- Hy)XHO «nepemarnbiBaTb» 60/blUME 06beMbI AaHHbIX



Read /7 write ratio



FAQ:
OcHOBHBbIE CBOMCTBaA

- Read / write ratio

- Data / compute intensive



ApxuTekTtypa b3keHaa



MoHonuT VS MukpocepBUChHI

/ \ Credr User




MukKpocepBucChl

- MuKpo Heobs13aTeNIbHO NPO pa3Mep, HO MPO 30HY OTBETCTBEHHOCTH

- CamopocTaTOu4Hbl, uaeanbHbl A1 FOPU3OHTaNIbHOIO
MacluTabnpoBaHus

- PasHble TexHonornm Ansa pasHbix 3agad

- PacnpepenenHan kogoBas 6a3sa



MukKpocepBucChl

+ HesaBUCKMMble pennsbl U pa3paboTka
+ HesaBucnmas MacluTabmnpyemMocTb
+ HesaBucumasa gerpagauusa

+ BO3MOXXHOCTb I'IpO6OBaTb HOBbl€ TEXHOJ1I0I'nMA

3o00MapK TeXHONOrnun

CeTeBON BbI30OB OTBAJINTCA BEpPOATHee, YeM BHYTPEHHUHA

PacnpeaeneHHocTb U TpaH3aKLUMOHHOCTb

Y aaneHHble Bbl30BbI AOopoXe JNIoKaJiIbHOIro NCNnoJIHEHUA

[ToOHMMaHMe BCero KOHTeKCTa 3anpoca

CnoXXHOCTb TeCTUpPOBaHNSA BCEN CUCTEMDI



The Bezos Mandate

1. All teams will henceforth expose their data and functionality through service interfaces.

2. Teams must communicate with each other through these interfaces.

3. There will be no other form of interprocess communication allowed: no direct linking, no direct
reads of another team’s data store, no shared-memory model, no back-doors whatsoever. The only
communication allowed is via service interface calls over the network.

4. It doesn’t matter what technology they use. HTTP, Corba, Pubsub, custom protocols — doesn't
matter.

5. All service interfaces, without exception, must be designed from the ground up to be
externalizable. That is to say, the team must plan and design to be able to expose the interface to
developers in the outside world. No exceptions.

6. Anyone who doesn’t do this will be fired.

7. Thank you; have a nice day!



PesioMe

- MoHonutbl gna ctaptanos u low-latency

- MuKpocepBuCbl A1 BCErO OCTaNlbHOMO




FAQ:
ApxuTekTtypa 63keHaa

-  MoHONUnTHa“

-  MukpocepBucHas



banaHCMpoOBKa HAarpy3skKu



KnueHTCckasa banaHCUMpoBKa

{Instance #1 J

| User I {Instance#ZJ
{Instance #3}




CepBepHana banaHcMpoBKa

/—b[lnstance #1}
227

o o o
‘ User I )‘ LB I < {Instance #ZJ
{Instance #3}




Random

User #1 Instance #1

User #3 Instance #3

User #2 LB {Instance #2




Round Robin {
1: User -> Instance #1
2: User -> Instance #2 4 )
U LB ——<—)| Inst #2

3: User -> Instance #3 o eranee

\_ J
4. User -> Instance #1

~ )
5: User -> Instance #3 | Instance #3

6. User -> Instance #2 \_ )




Weighted RR

1: User -> Instance #1
2: User -> Instance #1
3: User -> Instance #2
4. User -> Instance #3
5: User -> Instance #1

6: User -> Instance #3

User

Instance #1

=

-

W 1
Instance #2

~

J

-

w=1
Instance #3

\

J




Sticky Sessions

1: User #1 -> Instance #2
2: User #2 -> Instance #1
3: User #3 -> Instance #3
4. User #2 -> Instance #1
5: User #3 -> Instance #3
6: User #1 -> Instance #2

User #1

)
User #2

" 7

)
User #3

hash (user_id)

" 4

Instance #1

i

-

Instance #2

=

J

-

Re

Instance #3

S

J




Least Connections / RT / Bandwidth

—)[Instance #1 J
LB {Instance #ZJ
—){Instance #BJ




Power of two choices

Cny4danHbIM 06pa3oM BblbpaeM ABa 63aKeHaa U3
CNMUCKa — U3 3TUX ABYX BblbMpPaeEM Ny4dLlnin No

ueneBon meTpuku (least connections / sessions / ...



m backend {
er backendl.example.com:
rver backend2.example.com:8080;

ocation / {
proxy_pass http://backend;




L4 / L7 banaHcMpoBKa
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User #1

User #2

User #3

DNS 6anaHcupoBKa

—

[

DNS

LB

LB

Instance #1

ﬂ— Instance #2

Instance #3




geoDNS 6anaHcupoBKa

USA

User User

Y

User User

India

>

MaxMind
-~/

geolP

)

geoDNS

N

Instance #1
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SR
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FAQ:
banaHCMpOBKa HAarpy3Ku

- Round Robin
- Weighted RR

- Sticky Sessions

- Least Connections

- L4 /L7 6anaHcMpoBKa



NMpokcupoBaHue



NpokcupoBaHue

B3nom / 3awmTta
KawmnpoBaHne JaHHbIX
OrpaHuyeHus Tpapuka

O6xopf orpaHM4YeHun gocTyna
AHOHMMHOCTb MoJib3oBaTenen

CxxaTune n Mmogmndbukaumsa gaHHbIX

Service

Service

Service

{

Service




Forward Proxy




PockomHag3op 3a6nokuposan Instagram B
Poccun

BenpomocTtu @

PockoMHa130p BHEC COLMAIBHYIO CETh Instagram B peecTp
3alpeuieHHbIX CauTOB. COrJIaCcHO CepPBICY BEJOMCTBA 0 IIPOBEPKE
OJIOKUPOBOK CTPAHMIL U CAUTOB, OCTYM K Instagram.com OrpaHuyeH 110
TpeboBanuio I'eHnpokypatypsl ot 11 mapta. [1lo nannsiv cepBuca 1o
MOHUTOPUHTY 6J10KUPOBOK Globalcheck, noctynHocTs concetu B Poccun

cocrtaBiseT 0%.



Reverse Proxy

| Service I >| RProxy I { Service J




o0
vliadimirbalun@Vladimirs-MacBook-Pro ~ % nslookup google.com

Server:
Address: #53

Go Ie 5 Non-authoritative answer:
Name: google.com

Address:

Name: google.com

= ) (9 Address:
10 Name: google.com
11 Address:
Mowuck B Google Mte nosesér! Name: google .com
3 Address:
Name: google.com
Address:
Name: google.com
Address:




FAQ:
NpokcupoBaHue

- Reverse

- Forward



KawupoBsaHue



KawupoBaHue

- CokpalyeHune response time cepBucos
- CHMXeHue nuuHen Harpy3ku Ha CTOPOHHMeE cepBUCDI
- [lepencnonbsoBaHue paHee MoslyYeHHbIX NN BbIYUCNEHHbIX AaHHbIX

- Ctabunusaumsa paboTbl NP KpaTKOBPEMEHHbIX OTKa3ax CUCTEM



OcHOBHbIE TEPpMUHDbI

Cache miss - npomMax Kalla, 3anpoLUeHHbIN KoY He 6bl/1 HanAeH B Kalle
Cache Hit - nonagaHue B KoL, 3aNpOLLEHHbIN KHOY HaNZeH B Kalle

Hit ratio - npoueHT nonagaHn 3anNpoCcoB B K3LU, XapaKTepuayeT
3PPEKTUBHOCTb KI3LLNPOBAHUS

FopsAunni KM - KJ1HOY, Ha KOTOPbIN NpuxoauTca 60sbllasi YacTb 3anpoCcoB
[MporpeB Kawa - NpoLecc HarMoJIHEHUSA K3lla AaHHbIMU

WHBanupaums - yaaneHne K3WnpoBaHHbIX AaHHbIX



Kakuve gaHHblIe K3WUpPoBaThb

MeHs10TCA YacTo (CeKyHAbl) — KalLMpoBaTb Yalle BCero
6eCCMbICMTIEHHO, HO MHOMAa MOXET NPUroAnTbCS

MeHsloTCcA HeyacTo (MUHYTbI M Yacbl) — Yalle BCero 34echb
3a/laeMCsl BOMPOCOM — «CTOUT NI MHE K3LLMPOBaTb»
MeHsloTca pegKo (aHU, Heaenu, Mecsilbl) — B IaHHOM ClyYyae

MOXXHO CMOKOWHO K3WnMpoBaTb 3TN AaHHbIE



KawupoBaHue olumbok

Kalwmpyem owIMOKKM 1 Torga nocnenytolmne 3anpochbl He
6yayT obpalaTbCs K UCTOYHUKY MHDOPMaLMK, @ TaKXe He

6ynet cache miss attack



Mo xopolueMy, HY)XKHO YMEeTb Aep)XaTb Harpy3Ky 6e3 Kalua.

3ajavya Kalla — YCKOPUTb OTBET, a He Jlep)KaTb Harpysky.



Bceraa Ny K3lWWMpoBaHMe nonesHo?



3dbdbeKTUBHOCTDb

AverageTime = DBAccessTime * CacheMissRate + CacheAccessTime
[1yCTb:

- DBAccessTime = 100ms

- CacheAccessTime = 20ms

Torpa npu CacheMissRate > 0.8 — kaw BpefeH!



Buabl K3LWWMWPOBaHUSA



BHyTpeHHee K3luMpoBaHUue
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BHyTpeHHee K3luMpoBaHue

+ BblCcOKas CKOpOCTb

+ OTCyTCTBME CeTeBbIX 3aMpocoB

+ HeT pacxogoB Ha Marshaling/Unmarshalling aaHHbIx
- [opusoHTanbHOe MaclwTabupoBaHue

- I'IporpeB K3lla rnoclre nageHna cepBnucCa



BHewHee K3luMpoBaHue
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BHewHee K3luMpoBaHue

+ XpaHeHue 60/bLIoro 06bemMa faHHbIX
+ [1pocToe ropnsoHTasnbHOE MacluTabnupoBaHumne
+ [locne nageHnsa cepBuca AaHHble Kalla He TepsatoTcs

+ [1pocTOon nporpes Kalla U NpocTas NorMka MHeBanugauuu

- CkopocCTb paboThl



Cnocobbl B3anMoaencTBme C K3uWeM



Cache Aside
(KawmpoBaHue Ha cTOpoHe)

B aTOW cTpaTernmn, NpuUnoXeHne KOOpANHMUPYET 3anpochl B KLl U

B/l n camo pewaeT, Kyfa U B KaKO MOMEHT HY>XHO obpaLllaTbcs



Read Aside

5 - CoxpaHsieM fjlaHHble B K3LWU

1 -YuTaem n3 kawa

2 - Echm gaHHbIX HeT

Service 3-Yutaem us B/

/

4 - Monyyaem gaHHble -

~— Database




Write Aside

3 - CoxpaHsiem B KLU

~

—>

Service

5

Cache

1 - CoxpaHsem B b/]

_/

2 - Monyyaem oTseT

Ne—

Database

N—



Cache Through
(CkBOo3HOE K3wWMpoBaHue)

B paMKaXx 9TOWN 3TON CTpaTernn BCce 3arnpocbl OT NPUITOXKEHUA

NPOXOAAT Yepes KoLl



Service

Read Through

2 - ECnn gaHHbIX HET

1 -YumTtaem 13 K3Lwa 3 -Yutaem n3 b/ ¥__./
> >
Cache Database
<
5-OTaaem AaHHble 4 - MNony4yaem faHHble
N— A N— A

5 - CoxpaHsiemM B K3LW




Service

Write Through

1 - Munwem gaHHble

g

>

Cache

5-0Otpaem otBeT

N

5 - CoxpaHsieM B K3LL

AN
2 - CoxpaHsiem B B/ N—
>
Database
4 - Nonyyaem oTBeT
N~



Cache Ahead
(Onepexxaowee K3WMpoBaHUe)

3ar|p00b| Ha YTEeHUWE BCerga nayT ToJibKoO B K3Ll, HUKOIAa

He nonagad B b/l HanpaAmyto



Service

1.1 - Yutaem 3 Kawa

g

<

1.2 - OTpaem gaHHble

Cache

2.1 - MNepuvognueckn 3arpyxaem
AaHHble 3 b1

>

— N

N -
Database

N— -




Pe3ioMe

- Ba)kHO yuuTbIBalOT aKTyanmsaumio AaHHbIX
- CTouT 6anaHcMpoBaTb MeXy XapaKTepoM Harpysku (kakas
Harpyska npeo6nagaeT YTeHME UK 3anuchb)

- Tak)Xe He 3ab6bITb NMPO OTKA30yCTONYNBOCTb



ANroputMbl BbiTECHEHUA AaHHbIX



Koro BsiTecHATL?

user_1 user_2 user_3 user_4

user_5




Random

user_1 user_2 user_3 user_4

user_5




FIFO

add - user_1
add - user 2
add - user_3
add - user_4

user_1 user_2 user_3 user_ 4

add - user 5

user 5 user_2 user_3 user 4




LIFO

add - user_1
add - user_2
add - user 3
add - user 4

user_1 user_2 user_3 user_4

add - user 5

user_1 user_2 user_3 user_5




LRU

add - user_1
add - user_2
add - user_3
add - user 4

user_1 user_2 user_3 user 4

get - user_1
add - user 5

user_1 user_5 user 3 user 4




MRU

add - user_1
add - user 2
add - user_3
add - user_4

user_1 user_2 user_3 user_4

get - user_3
add - user 5

user_1 user_2 user_5 user_4




LFU

add - user_1
add - user_2
add - user_3
add - user_ 4

user_1 user_2 user_3 user_4

get - user_3
get - user_1

get - user 4
add - user 5

user_1 user_5 user_3 user_4




Pe3ioMe

-  LRU — He ncnosb3oBaHHbIN A0JblUE BCEX
Bbl/1IeTaeT N3 Kewlla
- MRU — nocnegHun ncnonb3oBaHHbIN Bbl/IETAET U3

Kella (cneunduUHbIi Keic, bepexeM cTapbe)

- LFU — pexe BCcero ucnonb3oBaHHbIN Bbl/1eTaeT U3

Kelwla



Anroput™ Benagu (OPT)

10s 5s 3m 430ms

EHEE

3s 5s 7s 430ms

BEEE




Second Chance

Ouepeab FIFO, TonbKo ¢ butom
MCNoNb30BaHMA. JNs BbITECHEHUA AEe/1aeM
npoxoA, no oyepeamn, ecnu bur
NCnonb3oBaHMA paseH 0, TO BbITECHAEM,
ecnu but paseH 1, To yctaHaBanBaem B O
naem aanblie, ec/i He HalAM HU OAHOrO
6uta paBHbim O - genem, genaem nNpPoxon,

3aHOBO




Second Chance

Mpun obpalleHnmn BbicTaBassEM OUT
MPUCYTCTBMA, @ NPU BbITECHEHUM YAANAEM U3
Hayana o4yepean, ecam 6UT paBeH Hy/to, a
eC/In paBeH eAuHULLE, TO MeHssiem bUT Ha
HO/Ib, 3aTEM NEPEHOCUM 3/1IEMEHT B KOHel,

oyepean n naem K cneagyroemy

user_1

used

user_1

user_5

user_2

user_2

used

user_3

used

user_3

used

user_3

user_4

user_4

user_4

user_1



user_1
used
IIII‘%%‘IHIII IIII‘%%‘IHIII
used

Tot ke Second Chance, TONbKO HE HY}KHO R

ABUIraTb a/1IeMEHT N3 Ha4a/Jla B KOHEL,

oyepeamn, ecnv but paseH eanHuLe
user_8 user_3
used
IIII‘%HIIIIII




20

9neMeHTbl 3anpoLleHHble ns T1FIFO
HUKyLa He ABuratoTcs. BoiITeCHeHHble

n3 1FIFO — nepemewatotca B 2FIFO

9neMeHTbl 3anpoLleHHble ns 2FIFO —
yxogAT B LRU. BbiTecHeHHble 13 2LIFO

yAansoTCS

HEEE

LRU
user_2

1FIFO

2FIFO

'L user_5

1=




Hot LRU

[ user_6 J [ user_2 J

SLRU
Warm LRU

CnepBa K1agem B NepByto KOPOHOUKy, Npu
user_6 user_2 user_2
NOBTOPHOM 3arnpoce rnepeKknagbliBaem BO [ j [ J

BTOPYIO, NPU elle 0AHOM MOBTOPHOM U3
Cold LRU

[ user_6 J { user_2 ]

BTOPOM — B TPETbIO




TLRU (Time aware LRU)

ABGCONOTHO TOYHOM TAaKOW ¥Ke anropUTM, TONbKO K AaHHbIM
nobaBnaetca nx Bpems *KusHu B Kawe (TTL), no KoTopomy oHMU

dBTOMATUYHECKU YOAATAKOTCA U3 KILLUA



LRU-k

Ynanaet ctpanuuy, K- nocneaHnn AOCTyn K KOTOPOU HaxoamTcs
Aanblle Bcero B npowsiom. Hanpumep, LRU-1 — 310 npocto LRU,
Torga Kak LRU-2 yoanaeT cTpaHuubl B COOTBETCTBUM CO BPpEMEHEM

UX npeagnociaeaHero 4ocrtyna



FAQ: KawupoBaHue

- BHyTpeHHee 1 BHellHee
-  Cnocobbl B3anMOAENCTBUSA

- An rOPUTMbl BbITECHEHNA




API



CRUD

AKpPOHUM, 0603HaYaroLWMn YeTbipe 6a3oBble GYyHKLMN,
“cnosb3yemblie Npu paboTe ¢ gaHHbIMK: co3aaHue (C),

yteHue (R), mogudukaums (U), yaanenue (D)



REST

. Request:
> GET ${address}/employee/

[naron — meTtop 3anpoca (GET, POST, DELETE, PUT)

4 Response:

CywecTtButenbHoe — URI 3anpoca el Ok

"name": "Petr",
"surname": "Ivanov",
fciry " tMoscow”

[lononHuTenbHaa nHpopmauusa — xeaepbl 3anpoca

CoJep>XMmoe — Teslo 3anpoca 1 oTeeTa B Json 10 }

Pe3ynbTaT — KOA OTBETAa



SOAP

1 <?xml version="1.0"7?> <?xml version="1.0"7?>
<soap:Envelope <soap:Envelope xmlns:soap="http://www.w3.0rg/2003/05/soap-envelope/"
xmlns:soap="http://www.w3.0rg/2003/05/soap-envelope/" E soap:encodingStyle="http://www.w3.0rg/2003/05/soap-encoding">
soap:encodingStyle="http://www.w3.0rg/2003/05/soap-encoding"> <soap:Body>

5 <soap:Body> 3 <m:GetPriceResponse xmlns:m="https://online-shop.ru/prices">
<m:GetPrice xmlns:m="https://online-shop.ru/prices"> <m:Price> </m:Price>
<m:Item>Dell Vostro - </m:Item> </m:GetPriceResponse>
</m:GetPrice> </soap:Body>
</soap:Body> </soap:Envelope>
</soap:Envelope>




RPC

Knacc TeXHONormn, No3BoNALWMX NporpaMmmMam
BbI3blBaTb GYHKLMN UK NMpoLeaypbl B Apyrom

aJIpeCHOM MpPOCTpaHCTBE



gRPC

1 message Person {
string name = 1;
int32 id = 2;
string email = 3; 000

enum PhoneType { 1 person := pb.Person{
MOBILE = 0; ‘ Id:

)

HOME = 1; 3 Name: "John Doe",
WORK = 2; 4 Email: "jdoe@example.com",
} ) Phones: []*pb.Person_PhoneNumber{
{Number: "555-4321", Type: pb.Person_HOME},
message PhoneNumber { / I
string number = 1;

PhoneType type = 2; s
} 10 _, err := client.SavePerson(context.Background(), person)

11 if err != {

repeated PhoneNumber phones = 4;

13 }

21 service PersonsList {
rpc SavePerson(Person) returns (google.protobuf.Empty) {}




BHyTpeHHee yCTpOUCTBO




Under / Over fetching



GraphQL

1 data : {
Vi users [

{

"fname" :
‘age":

000

1 query {
2 users {
’ }s
{
"fname": "Betty",

I ENE

age":




GraphQL

000
00

1 mutation createUser{
addUser(fname: "Richie", age: 1 data : {

id 2 addUser : "a36e4h"
3}




GraphQL

R o

| subscription listenLikes { 1 data: {
listenLikes { 2 listenLikes: {

I EE € "fname": "Richie",
likes 4 "likes":

>}
> }




PesioMe

- SOAP yxe ymep
- REST gnst KNMeHTCKoro B3anMoencTBus
- gRPC ona BHyTpeHHero B3anMoaencTems

- GraphQL gns kactoMusauum 3anpocos




FAQ: API

REST
- SOAP
- gRPC
- GraphQL




o

Let’s practise



Observability



MOHMTOPUVHI

Prometheus yxe Kak cTaHaapT...




o006

1 func recordMetrics() {
go func() {
for {
opsProcessed.Inc()
time.Sleep(2 * time.Second)

)
}

var (
opsProcessed = promauto.NewCounter(prometheus.CounterOpts{
Name: "myapp_processed_ops_total",
Help: "The total number of processed events",
})
)

func main() {
recordMetrics()

http.Handle("/metrics", promhttp.Handler())
http.ListenAndServe(":2112", )

1 # HELP myapp_processed_ops_total The total number of processed
events

2 # TYPE myapp_processed_ops_total counter
myapp_processed_ops_total
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OcHOBHbIE METPUKMN

- RPS, TPS, QPS

- Response time

- Errors rate

- Traffic, CPU, RAM, HDD/SSD
- Uptime / Downtime

- Pasmepbl oyepepen

- KosinyecTtBO npoueccoB / NOTOKOB
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Abol

Jaeger Ul

eger

Vv frontend: HTTP GET /dispatch 38 View Options

Trace Start: July 20, 2018 2:48 PM  Duration: 732.11ms Services: 6 Depth: 5 Total Spans: 51

Oms 183.08ms 366.06ms 549.08ms 732.11ms
Service & Operation Oms 183.03ms 366.06ms 549.08ms 732.11ms
« | frontend HTTP GET /dispatcn - __________________________________________________________________________________________________________________________________]

v I frontend HTTP GET: /customer ]
v I frontend HTTP GET L]

v | customer HTTP GET /customer

| mysal saLseect

« | frontend Driver:findNearest
v | driver Driver:findNearest
redis FindDriveriDs 2
O redis Getbriver
redis GetDriver
redis GetDriver 2
redis GetDriver 2
redis GetDriver
@ redis GetDriver 2
redis GetDriver
redis GetDriver 2
redis GetDriver
redis GetDriver 2
@ redis GetDriver
redis GetDriver 2
redis GetDriver

v I frontend HTTP GET: /route

frontend HTTP GET

| route HTTP GET /route

v | frontend HTTP GET: /route
vI frontend HTTP GET

| route HTTP GET /route

v | frontend HTTP GET: /route

frontend HTTP GET

| route HrTP GET /route

« | frontend HTTe GET: /route
« | frontend Hrre ceT

| route HTTP GET /route



Jaeger Ul

Search Compare Dependencies

About Jaeger v

Force Directed Graph

DAG

‘ ecommendationservice.hipster-app

ontend.hipster-app

‘-- Qductcatalogservice.hipster-app

. griservice.hipster-app

‘adservicehipster—app

.currencyservwce.hipster—app

‘emailservice. hipster-app

eckoutservice.hipster-app

.paymemservice. hipster-app



1 func isLoggedIn(ctx context.Context, r *http.Request) bool {
ctx := opentracing.StartSpanFromContext(ctx, "isLoggedIn")

span,
defer span.Finish()

/ func getCityByCountryName(ctx context.Context, countryName string) ([]City, error) {
ctx := opentracing.StartSpanFromContext(ctx, "getCityByCountryName")

span,
defer span.Finish()




JlormpoBaHue
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Logs
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JlormpoBaHue

Logs
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Daemon

Server

Server

Server
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grayleg




a Search in the last 5 minutes

n gl2 source input:58beBbe8f0elfc0e94f80450 v

Search result

Found 12,529 messages in 26 ms, searched
in 1 index.

Results retrieved at 2017-04-11 00:00:31.

Add count to dashboard ~

Save search criteria More actions «

Fields Decorators

J

Default All  None = Filter fields

» UJ @timestamp
» LJ @version

» UJ category

» UJ destip
» [J destPort
» [ mac

» @ message
» [J NetworkSecurityGroup

» UJ operationName

v

nrotacal

List fields of current page or all fields.

v » Notupdating~ | Saved searches v

Histogram

® Year, Quarter, Month, Week, Day, Hour, Minute

w
-~

Timestamp ¥

2017-04-11 00:00:29.027 unknown

x{Message}

2017-04-11 00:00:29.027 unknown

{Message}

2017-04-11 00:00:29.027 unknown

{Mess

2017-04-11 00:00:29.027 unknown

{Me

sag



HenpepbiBHOe npodunupoBaHue

Qrc Pyroscope
POrcqg (@ Py P



L) () DODE Applicatio pyroscope.server.cp Do a b D La
Search... Z1JW [T Both amegrap
total (100%, 28.64 seconds)
0 0 0 runtime.goexit (100%, 28.64 seconds)
a b.com/daraph-io/badae ave ontroller).o omDpa ave ond github.com/dgraph-io/badger/v2.(*|levelsController).runCompactor (90.12%, 25.81 seconds) githu
- . R o github.com/dgraph-io/badger/v2.(*levelsController).pickCompactLevels (71.54%, 20.49 seconds) |runtime.selectgo (18.16% | githu
° 2.35SECoNC S second github.{github.com/dgraph github| github.con] |sort.Slice (23.74%, 6.8 seconds) runtime.sellock (| | pathy|
e.sello 3.2 second 4 secona githu| sync.(j github| github.co internal/r¢ internal/|int \ sort.q path
e d e e e d e e eCo G O eCco a int ‘
a a 1.8 second 8 second
e.selectgo 1.68 second econd
o) p.co dagrap o/badge evelHandle able 68 second 9 second
ort.g 0 6 second 9 second
g @) O agrap O/Dadge o) Pa d overiap 9 econa 9 econa
g @) O agrap O/Dadge eve 0 or d ove ap econa O econa
ernalfrefle e appe econd 99 second
g b.co dgrap o/badge ompa a de e 0.8 econd 9 second
0 e 0.78 second 6.8 second




Search...

total (100%, 1.86 minutes)

M Both 3

flas flask/app.py:2464 - __call__ (69%, 1.28 minutes)

threading.py:912 - _bootstrap (28.39%, 0.53

flask/app.py:2447 - wsgi_app (59.01%, 1.10 minutes)

py:2¢ threading.py:954 - _b p_inner (28.39Y
py:1950 - full, 1_request (57.69%, 1.07 minutes) flask/apy | flasK thre: py:892 - run (28.39%, 0.53 minut
py:1936 - di: _request (57.63%, 1.07 flask/ap| threadl [threadloop.py:78 - _start_io_looj
services/frontend/server.py:32 - dispatch (57.61%, 1.07 minutes) logging; tornado/platform/asyncio.py:199 - start (28.
services/fi services/frontend/server.py:38 - handle_dispatch (51.04%, 0.95 minutes)

P

services/frontend/eta.py:7 - get_best_eta (50.77%, 0.94 minutes)

services/common/middleware.py:63 - http_get (48.87%, 0.91 minutes)

i.py:76 - get (44.79%, 0.83

jae{ | s/api.py:61 - request (43.96%, 0.82 mil )

requests/sessions.py:542 - request (42.67%, 0.79 mi )

/ ions.py:655 - send (42.51%, 0.79

/ad .py:439 - send (41.57%, 0.77 mi )

urllib3/conr

|.py:699 - urlopen (39.11%, 0.73

urllib3/connectionpool.py:394 - _make_request (38.84%, 0.7.

urllib3/connection.py:234 - request (38.66%, 0.72 minutes)

http/client.py:1255 - request (38.5%, 0.72 minutes)

loggin
loggi

http/client.py:1301 - _send_request (38.22%, 0.71 minutes)
http/client.py:1250 - endheaders (38.19%, 0.71 minutes)
http/client.py:1010 - _send_output (38.03%, 0.71 minutes)
http/client.py:950 - send (37.96%, 0.71 minutes)
urllib3/connection.py:200 - connect (37.88%, 0.70
urllib3/connection.py:169 - _new_conn (37.12%, 0.69 minu

socket.py:953 - getaddrinfo (36.62%, 0.68 minutes)

log i &
log logging/__init__.py:1463 - error

TomTimeoo o =t =596 - run_forever (
890 - _run_once (|

log 5.22%, 582 samples, 0.10 minutes un (27.61%, 0.51

o] tornado/ioloop.py:688 - <lambd
tornadofioloop.py:741 - _run_callb
tornado/gen.py:814 - inner (21.82'
tornado/gen.py:769 - run (20.98
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tornado/gen.py:234 - wrapper (;
jaeger_client/reporter.py:194 - _:
tornado/gen.py:216 - wrapper (2
jaeger_client/reporter.py:211 - _:
jaeger_client/thrift_gen/agent/Ad
jaeger_client/thrift_gen/agent/Ag
thrift/transport/TTransport.py:17
jaeger_client/TUDPTransport.py]

06 07:44 A 0 02-07 09:00 A

Search... =1 [0 Both amegrap
total (100%, 11.72 mil )
flask/app.py:2464 - __call__ (88.45%, 10.36 threading.py:912
flask/app.py:2447 - wsgi_app (88.36%, 10.35 minutes) threading.py:954|

/app.py:1950 - full_di h_request (88.14%, 10.33 threading.py:892|

pp.py:1936 - di _request (88.13%, 10.32 minutes) threadloop/threa

services/frontend/server.py:32 - dispatch (88.12%, 10.32 minutes)

tornado/platform,

services/frontend/server.py:38 - handle_dispatch (87.67%, 10.27 minutes)

[base_ev
services/frontend/eta.py:13 - get_best_eta (82.78%, 9.70 minutes) serv|| asyncio/base_ev
services/route/client.py:17 - compute_route (81.09%, 9.50 minutes) serv|f asyncio/events.|
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asynciof loggi urll H urll § urllib3/connection.py:234 - requeg http/client.py:1347 - getre] loggin jae
loggi http/client.py:1255 - request (21.6f| http/client.py:307 -ﬂ http, loggi jae
loggi http/client.py:1301 - _send_requfi| http/client.py:26 \ htt, loggi jae
log http/client.py:1250 - endheader: socket.py:704 - eml | logg thri
http/client.py:1010 - _send_out logg| jae
http/client.py| http/client.py:971 log:
urllib3/conn
urllib3/conn
socket.
P ent.py:9 end



M Empower Plant [ All Projects v 5 All Environments v £ Last 14 days v
@ Jane Schmidt

- ISSUE # EVENTS U ASSIGN
IntegrityError pytest.runtest.call tests/sentry/api/endpoints/test_sentry_apps_stats
9 , Y , ‘ _ _ ' U € DIANGO-32 5 v
B Issues IntegrityError(‘'duplicate key value violates unique constraint “sentry_project_organization_id_... E
+/ Resolve Qxignore & Share OpeninDiscover & 0
Details Activity ser f iback Attach it Events Merge
Event bc74353509dn098y08hf All Environments
e YUz \ |<1 oOlder Newer [
March 24, 2021 9:10:21 PM UTC JSON (14.4kb) AST 24 H
’ N.mr
charlotte_alameda@sentry.io ® Chrome Mac 0SX e i
ID: 387936 Version: 85.0.5353 Version: 10.15.1 o v
IIIIIIIII'
TAGS
3 minutes agoin release 25c62c66dd%e
browser 4 browser.name duration = 1667 environment rod grouplD
interval 1 level rn 4 organization . organization.siug als 1at Juc os.name )% FIRST SEEN
plan  aml_f plan.category te plan.max_members 1 plan.name [ X plan.tier 7 months agoin release 026451250466
Linked Issues
EXCEPTION (most recent call first) Full Raw o
() Link GitHub Issue +
IntegrityError € Link Jira Issue +
IntegrityExrox('duplicate key value violates unique constraint “"sentry_project_oxganization_id_slug_Oac4dSae_
uniq*"\nDETAIL: Key (oxganization_id, slug)=(1538, climbing-beetle) already exists.\n',) e Link Asana Issue +
SQL: INSERT INTO "sentrxy_project® ("slug", "name", "forced_colox", "organization_id", "public®, “"date_added”,
“status”, "first_event", "flags®, "platform™) VALUES (%s, %s, %s, ¥s, ¥%s, ®s, ¥s, %s, %s, ¥s) RETURNING “"sent ‘:’ Link Azure DevOps Issue +
ry_project”."id"
G sentry/db/postgres/base.py in execute atline 75 PN Tags
70. @capture_transaction_exceptions browser 100%
7. @auto_reconnect_cursox e —
72. @less_shitty_error_messages browser.name 100%
73.  def execute(self, sql, params=None): |
74. if params is not None: device 100%

return self.cursor.execute{sql, clean_bad_params{params}) _



1 func() { 1 f, err := o0s.0pen("filename.ext")
2 defer sentry.Recover() 2 1f err 1= {
‘ ’ sentry.CaptureException(err)

4 3()




FAQ:
Observability

- Tpencuur
MOHUTOPUHT

- JlorupoBaHue

- AHanus céboen

HenpepbiBHOE NpoduianpoBaHue
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